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Motivation

• Power (smart) grid is considered a critical infrastructure

● High requirements for reliability

● Related to security, availability, survivability, and resilience

• Focus on fault-tolerance, fault-prevention, and failure recovery

• Reliability estimation methods for smart grids target:

● Probability of blackouts

● HW and communication link failures 

• Missing evaluation of software components

• Not all failures in smart grid must result in blackout
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[D1] Local Load Optimization in Smart Grids with Bayesian Networks
[D4] An Enhanced Blockchain-Based Data Management Scheme for Microgrids
[D5] A Blockchain-based Electricity Trading Modeling Microgrids for Detecting False Data Injection Attacks
[D12] Failure and Fault classification for Smart Grids



Approach Overview
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[D13] Multi-layered Model for Dependability Analysis of Critical Infrastructures



Approach Overview
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[D13] Multi-layered Model for Dependability Analysis of Critical Infrastructures
[D14] UML-based Approach for Dependability Analysis of Critical Infrastructures Using Stochastic Reward Nets



Approach Features

• Main features when compared to state-of-the-art approaches:
● Combination of HW, SW, and communication layers and failure types

● Dependencies between failures

● Scenario-based

● Time consideration

● “Degraded” states for HW/SW components

● UML specification

● Tool support
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Evaluation

• Case study in smart grid load management domain
● Scenario adopted from [D1]

• Analytical results vs Discrete-event simulation

• Sensitivity analysis
● Realistic, but no real data

• Identification of critical components

• Comparison of multiple architectural alternatives
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[D1] Local Load Optimization in Smart Grids with Bayesian Networks
[D7] Reliability Data for Smart Grids: Where the Real Data can be Found
[D13] Multi-layered Model for Dependability Analysis of Critical Infrastructures
[D14] UML-based Approach for Dependability Analysis of Critical Infrastructures Using Stochastic Reward Nets



Tool Support

• UML2SPNP

•
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[D14] UML-based Approach for Dependability Analysis of Critical Infrastructures Using Stochastic Reward Nets



Tool Support

• STRAIT
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[D11] STRAIT: A Tool for Automated Software Reliability Growth Analysis



Future Work
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Future Work
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● Performance analysis & improvement
● Hierarchical decomposition
● Enhanced communication modelling
● Domain-specific customization
● ...



Future Work
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● Performance analysis & improvement
● Hierarchical decomposition
● Enhanced communication modelling
● Domain-specific customization
● ...

● Resource-constrained analysis
● Scenario flow extensions (loops, branches)
● Group nodes modelling
● ...
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