MUN I
-

Process-aware Insider Threat
Detection and Mitigation
In Organizations

Martin Macak
macak@ mail.muni.cz

Faculty of Informatics, Masaryk University

August 31, 2020


mailto:macak@mail.muni.cz

Introduction

— Malicious users with authorization to an organization’s resources.
— Insiders can work together to perform an attack.

— The attacks do not need to be intentional.

— The process of insider attacks may be very complicated and highly

Inconspicuous.
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Process mining

— Promising research discipline that focus on the process analysis.

— Process mining is successful in:

— process discovery,
— conformance checking,
— process enhancement.

— It can help understand the detected behavior of entities and

provide a better insight into the performed operations.
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Process mining in cybersecurity

— A promising candidate to address the challenges in
cybersecurity [1].

— We need to analyze the sequences of events.

— For example: detect, mitigate or prevent threats from audit logs,
detect attack vectors, analyze cybersecurity training session

runs, ...
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Challenges of insider threat detection
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Process mining utilization
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Problem statement

Despite decades of research, threats from malicious insiders currently lead to
huge losses Iin organizations. The problem is identified to be threefold. First,
Insider threat detection technigues are too rigid, and the models might not be
accessible, or they are too abstract or complex. Second, the designers of

cybersecurity training sessions are not provided with appropriate analytical

tools. Last, the unintentional insider attack vector cannot be easily obtained.
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Challenges of process mining utilization
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Methodology
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Main outcomes
An approach for the detection and mitigation of security threats

posed by insiders in organization.

—Insider threat detection
— Anomaly detection technique.

—Insider threat mitigation
— Enhancement of cybersecurity training session design.

— Unintentional insider attack vector identification
— Identification of attack vectors, implemented and evaluated on case study.

— Big Data

— Better utilization of Big Data in this context.
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Thank you for your attention
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Contact me: macak@mail.muni.cz
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