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CyberPhysical Sytems (CPS)

A cyber physical system (CPS) is a collection of computing devices communication
with one another and interacting with the physical world via sensors and actuators
in a feedback loop.
A CPS is a generalization of an embedded system.
Key differences of CPS compared to traditional systems:

Reactive computation: input and outputs impact on the physical world passing through
the cyber world (e.g. sequences of commands that change the force applied to the
throttle to have a specific acceleration)
Concurrency: is fundamental in CPS (e.g. swarm of robots exchanging information)
Feedback Control of the physical world: control systems interact with the physical
world via sensors and influence the outcome with actuators.
Real time computation: modelling time delays, time-dependent coordination protocols,
impact of correctness and performance
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Safety -critical Cyber Physical Sytems (CPS)

A safety-critical cyber physical system (CPS) is the one that is employed for
safety-critical applications, that is where the safety of the system has higher priority
over the design objectives such as performance and development costs.
Ensuring that the system works correctly at design time is of paramount importance:
the traditional approach of system design, development testing and validation
might be surpassed in this area by formal modelling and validation.
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C4e Research Programme

B. Rossi · Blansko Summer School 2020 · Aug 31, 2020 4 / 15



Subprogramme 3 Goals
Recommendations for critical infrastructure realization

Goal: provide recommendations related to the implementation of critical
infrastructures based on quality perspectives (security, safety, reliability, robustness,
privacy, legal topics).
Expected Research Results:

RR1. Models of critical infrastructures and related processes relevant for the resolution
of critical situations in the field of cyber-security.
RR2. Key guidelines for the design, realization and control of critical cyber-physical
systems.
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Subprogramme 3 Team

Bruno Rossi, FI MU

Radek Ošlejšek, FI MU

Renate Motschnig, Universität Wien

Gerald Quirchmayr, Universität Wien
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Subprogramme 3 Results
Recent Results

Behavior analysis of cybersecurity training programs. Improve training programs of
the protection of critical information infrastructures using techniques of process
mining (RR1,RR2).
Risk management for Smart Grids Infrastructure (RR2).
Usage of co-simulations in the context of Smart Infrastructures (Smart Grids,
specifically microgrids). modelling “what-if” scenarios deriving common scenarios
related to changes of topologies of the distribution nodes (RR2).
Visualization surveys for cyber exercises and software development models to take
into account cybersecurity aspects (RR2).
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Ex1. Recommendations for Smart Grid Security Risk Management
Goal: Provide recommendations tailored for Smart Grids Security Management.
We provided a tailored model for SG cybersecurity more specific than NIST Framework for Improving
Critical Infrastructure Cybersecurity - taking activities from existing frameworks in the SG domain.
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Ex2. Blockchain SG - with Bacem, Stano
Goal: Investigating the usage of Blockchain for Microgrids energy transactions
between prosumers.
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Ex3. Co-simulations in Smart Grids
Goal: Investigating the usage of co-simulations for what-if scenarios in Smart Grids.
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Ex4. Petri Nets usage in SG - with Bacem, Stano, Mouzhi

Goal: Provide an overview of the usage of Petri Nets in modelling Smart Grids.

source example: Perez-Palacin, D., Mirandola, R., & Merseguer, J. (2012). QoS and energy management with Petri nets: A self-adaptive
framework. Journal of Systems and Software, 85(12), 2796-2811.
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Ex5. Code Quality issues - with Stano, Martin

Goal: Understand the impact of code quality in the context of CPS development.
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Recent Publications
.:Accepted/Published:.

Ošlejšek, R., Rusnák, V., Burská, K., Švábenský, V., Vykopal, J. and Cegan, J., 2020. Conceptual
Model of Visual Analytics for Hands-on Cybersecurity Training. IEEE Transactions on
Visualization and Computer Graphics (TVCG) — IF 3.078.
Ošlejšek, R. and Pitner, T., 2020. Optimization of Cyber Defense Exercises Using Balanced
Software Development Methodology. International Journal of Information Technologies and
Systems Approach — IF 0.18.
Motschnig, R., Silber, M. Švábenský, V. How Does a Student-Centered Course on
Communication and Professional Skills Impact Students in the Long Run?, Frontiers in
Education (FIE) 2020, IEEE.
Mbarek, B., Chren, S., Rossi, B. and Pitner, T., 2020, April. An Enhanced Blockchain-Based
Data Management Scheme for Microgrids. In WAINA2020 (pp. 766-775). Springer.
Strečanský, P., Chren, S. and Rossi, B., 2020. Comparing maintainability index, SIG Method,
and SQALE for technical debt identification. In Proceedings of the 35th Annual ACM
Symposium on Applied Computing (pp. 121-124).
Strečanský, P., Chren, S., Rossi, B. — (Invited extended version), Scientific Programming,
2020 — IF 1.2.
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Future Publications
.:WiP:.

Ošlejšek, Macák, Bühnová. Cybersecurity Training Session Analysis using Process Mining -
under preparation, conference paper.
Zákopčanová, Kouřil, Hrdina, Beran, Ošlejšek. Fimetis: Visualizations and Data Analysis for
Digital Investigation - under preparation, conference paper.
Motschnig, R., Silber, M. Švábenský, Extension of FIE article for IEEE Transactions on
Communication.
Burská, K., Rusňák, V., Ošlejšek. R. Data-driven Insight Into the Puzzle-based Cybersecurity
Training submitted to conference.
Mihal, P., Schvarcbacher, M., Rossi, B., Pitner, T. Smart Grids Co-Simulations: State of
Research. Submitted to Elsevier Sustainable Computing — IF 1.8.
Mbarek, B., Chren, S., Rossi, B., Pitner, T. A Hyperledger Fabric Blockchain-based Electricity
Trading Model in Microgrids submitted to Elsevier Journal of Pervasive and Mobile
Computing — IF 2.7.
Gryga, L., Rossi, B. Co-Simulation of Smart Grids: Dynamically Changing Topologies in
Failure Scenarios, to be submitted to FEDCSIS2020.
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Future Plans

Collection of detailed data capturing the behavior of participants of cybersecurity training
sessions. Reconstruction of users’ walkthroughs from this data using process mining
methods.
Usage of co-simulations in the context of Smart Infrastructures (Smart Grids, specifically
microgrids) to simulate different layers of the infrastructure.
Collection of recommendations about cyber-qualification programs to build profiles for
cyber-training.
Studying generic competence models to see how these can be useful for cyberqualifications.
Furthermore, studying competence models for digital literacy and investigating how a
zero-outage culture can be approached in (ICT-)organizations.
Joint paper with other participants of the C4E, subprogram 3 – a survey paper mapping
existing simulators of critical infrastructures and their properties (models of CII supported,
learning features available, data analysis support, ...).
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