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Context of Research
Smart Infrastructures
Multidisciplinary research on complex cyberphysical 
systems

Big Data Analysis
Building knowledge in Big Data Analysis in different 
domains (e.g., Smart Grids, Bioinformatics, Cybercrime)
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Research Goals

Smart Infrastructures: RG: support the SG infrastructure by means of 
tests/simulations/experiments:

→ we reviewed different testing process frameworks that could be applied to the context of 
SG (e.g. ISO/IEC/IEEE 29119);

→ we looked at different aspects of simulations (co-simulations) by means of several 
frameworks that can be adopted;

→ we started working on a software platform that could allow management of SG 
tests/simulation/experiments (including both hardware and virtualized devices)

Big Data Analysis:  RG: support SG data analytics by means of large-scale 
infrastructure. Main focus is on anomaly detection:

→ we reviewed the whole area of SG data analysis to get an overall view and started 
collaborations; 

→ we gained experience with the Metacentrum infrastructure;

→ we are looking at alternative big data  architectures for anomaly detection in SG data;



4/28

I will focus this presentation on two articles:
→ M. Schvarcbacher, K. Hrabovská, B. Rossi, T. Pitner (2018). “SGTMP: Smart Grid Testing 
Management Platform” (submitted to journal) (Smart Infrastructures)

→ B. Rossi, S. Chren (2018). “Smart Grids Data Analysis: A Systematic Mapping Study” (submitted 
to journal, pre-print: https://arxiv.org/abs/1808.00156) (Big Data Analysis)

Focus of the presentation

https://arxiv.org/abs/1808.00156
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SGTMP: Smart Grid Testing
 Management Platform

(Smart Infrastructures)
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Smart Grid

A Smart Grid can be seen from 
multiple points of view: 

From one side, it can be seen 
as the integration of different 
devices, communication and IT 
infrastructure to provide an 
economically efficient, 
sustainable power system

From another side, it can be 
seen as Collaborative 
Services Ecosystem

Li, Weilin, and Xiaobin Zhang. "Simulation of the smart grid communications: Challenges, techniques, and future trends." Computers & Electrical Engineering 
40.1 (2014): 270-288.
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SG Testing/Simulation needs

SGTMP fullfills the requirements of the provision of a configurable, GUI-supported 
environment to allow cyber-physical systems testing and simulations*

Further, it is meant to support common needs in SG testing/simulations and the support of 
ISO/IEC/IEEE 29119 testing standard:

* Steinbrink C, Schlögl F, BabazadehD, Lehnhoff S, Rohjans S, Narayan A. Future perspectives of co-simulation in the smart grid domain. In: 2018 IEEE International 
Energy Conference (ENERGYCON) IEEE; 2018.
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Initial prototype



9/28

What are co-simulations?

“Co-simulation is defined as the coordinated execution of two or  more  simulation  models  
that  differ  in  their  representation as  well  as  in  their  runtime  environment”*

* Steinbrink C, Schlögl F, BabazadehD, Lehnhoff S, Rohjans S, Narayan A. Future perspectives of co-simulation in the smart grid domain. In: 2018 IEEE International 
Energy Conference (ENERGYCON) IEEE; 2018.

Common terminology

→ Emulation (integrated or co-simulated): emulated 
component mimics the the real world hardware counterpart 

→ Co-simulation: orchestrate simulations running by different 
means 

→ Real-time simulations: the real time expectation that the 
simulator needs to fulfill to interact with external components 
(hardware or software) 

→ Hardware in the loop (HiL): used to develop complex real-
time embedded systems in which some components are real 
hardware, whereas others are simulated
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Co-simulations research needs

* Steinbrink C, Schlögl F, BabazadehD, Lehnhoff S, Rohjans S, Narayan A. Future perspectives of co-simulation in the smart grid domain. In: 2018 IEEE International 
Energy Conference (ENERGYCON) IEEE; 2018.
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SGTMP Context

The Smart Grid Testing Management Platform (SGTMP) must allow the execution of real-
time hardware-in-the-loop SG tests and experiments that can simplify the testing 
process in the context of interconnected SG devices, supporting co-simulations
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SGTMP Architecture

→ Java + REST API + HTTP GUI server
→ Supporting Mosaik via Inter-Process Communication (IPC)
→ Hardware simulators via a hardware interface (e.g., RS-232, Ethernet, USB)

Key aspects

→ Allows testing of Smart Grid components

→ User defines Smart Grid topologies, simulator data flows, 
initial configuration

→ Java based API for simulators (can be HiL/RT/software) – 
Mosaik takes care of synchronization

→ Users have to implement interfaces to hardware simulators 
and translate requests between hardware and Mosaik

→ UI allows to manage the definition of testing scenarios to 
run and collect reports 
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Application Scenario (1/2)
Sample scenario for components stress testing

Topology
– Energy sources generating electricity (can be 

virtualized, e.g. with Arduino)
– Electric distribution lines: transmission losses can 

be simulated
– Several houses with Smart Meters
– Smart Meter Data Concentrators
– Main server collecting data from data concentrators for data analysis

Goals
– SMDC need to be able to handle the data collection from multiple SMs at once without losing data or 

crashing due to data overloading
– SMDC must forward the received data to a central collection server in periodic intervals

Role of SGTMP
– Each SM in the network is instructed to send their observed data by an attached SGTMP node to their SMDC
– performance of the SMDC is observed and evaluated using criteria including: data loss, maximum responses 

processed per unit of time, accuracy and percentage of data sent from SMDC to the central collection server
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Application Scenario (2/2)

→ Creating and editing tests along with defining their test pass criteria and the SG topology
→ All test definitions can be viewed and modified
→ Individual tests can be started and their progress examined

Executed tests pass/fail Detailed view with JSON logs Simulation visual results
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Future Works

→ Implementation of visual topology definition (at the moment is xml-based)

→ Implementation of a Domain Specific Language (DSL) to ease the configuration

→ Improvement of visual reporting and UI

→ Further ISO/IEC/IEEE 29119 standard support (e.g. risk-based testing)

→ Pilot studies

→ Supporting other simulation frameworks (?)

→ Release the platform as open source with proper documentation

Bruno Rossi

Katarína HrabovskáLubomír Jahn

Martin Schvarcbacher

SGTMP Team
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Smart Grids Data Analysis:
 A Systematic Mapping Study

(Big Data Analysis)
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Mapping Smart Grids Data Analysis Research

Smart Grids data analytics has gathered lots of attention in recent years

Our goal was to map existing research to understand areas, techniques, approaches used

We performed a Systematic Mapping Study (SMS)  
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SMS: Process 

Overall, we used six digital repositories

267 articles were included in the final review
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SMS: Research Questions

Seven Main RQs:
RQ1. Which SG application sub-domains are more popular in terms of research and their 
trends?

RQ2. What are common aspects that are discussed in the identified sub-domains?

RQ3. What are popular terms that characterize each sub-domain?

RQ4. Which are the reported most used techniques in the identified sub-domains?

RQ5. Which are the most used software tools / development environments used for data 
analysis in the identified sub-domains?

RQ6. What are the reported most used quantitative research methods used in the identified 
sub-domains?

RQ7. What is the status of replicability / reproducibility of the studies in terms of datasets 
used and availability of implemented algorithms?
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SMS: Main Aspects (RQ1)

C1. Customer Profiling: Classification/clustering of users in 
common classes according to common characteristics (e.g. usage 
of appliances);
C2. Energy output forecasts: Prediction of energy output from 
renewable energy resources;
C3. Events analysis: Analysis of logs/events generated at different 
levels of the Smart Grids infrastructure (e.g. to detect anomalies);
C4. Load segregation: Disaggregating information about energy 
consumption on an appliance-by-appliance basis;
C5. Power loads/consumption analysis: Predicting the power 
consumption with the ultimate goal of reaching balance of supply 
and demand in the power market;
C6. Power quality: Power disturbance classification and algorithms 
for countermeasures and data compression;
C7. Pricing: Dynamics of forecasting electricity price and demand;
C8. Privacy: Data anonymization algorithms and other concerns 
related to disclosing private information about consumers;
C9. Security: Algorithms dealing with countermeasures/prevention 
of attacks to the smart grids infrastructure;
C10. Smart Grid Failures: Aspects of SG failures, faults, and 
countermeasures;
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SMS: Main Aspects (RQ2)
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SMS: Popular Terms (RQ3)
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SMS: Main Techniques (RQ4)
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SMS: Main tools & datasets (RQ5 & RQ7)

Simulations usage:

Datasets usedTools used

Public software (only 4/267)
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SMS: Research Methods(RQ6a)
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SMS: Research Methods(RQ6b)
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Outcomes from the SMS

→ Clear picture about the situation of different research areas (however, an SMS 
can never be fully complete)
→ Understanding of usage of tools and datasets available
→ Publishing posting the pre-print allowed to get contact for collaboration
→ Future work: big data platform for Smart Grids data analysis
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Main published material

→ M. Schvarcbacher, K. Hrabovská, B. Rossi, T. Pitner (2018). “SGTMP: Smart Grid Testing Management 
Platform” (submitted to journal, not yet available)

→ B. Rossi, S. Chren (2018). “Smart Grids Data Analysis: A Systematic Mapping Study” (submitted to journal, pre-
print: https://arxiv.org/abs/1808.00156)

→ Chren, V., Rossi, B., Bühnová, B., Pitner, T. (2018). “Reliability Data for Smart Grids: Where the Real Data Can 
be Found”, in the 4th IEEE Smart Cities Symposium Prague (SCSP) 2018, IEEE. [download]

→ Schvarcbacher, M., Rossi, B. (2017). “Smart Grids Co-Simulations with Low-Cost Hardware”, in 43rd Euromicro 
Conference on Software Engineering and Advanced Applications (SEAA) 2017, IEEE, DOI: 
10.1109/SEAA.2017.43. [download]

→ Rossi, B., Chren, S., Bühnová, B., Pitner, T. (2016). “Anomaly Detection in Smart Grid Data: An Experience 
Report”, in IEEE International Conference on Systems, Man, and Cybernetics (SMC2016), IEEE. [download]

→ Chren, V., Rossi, B., Pitner, T. (2016). “Smart Grids Deployments within EU Projects: The Role of Smart 
Meters”, in the 2nd IEEE Smart Cities Symposium Prague (SCSP) 2016, IEEE. ISBN:978-1-5090-1116-2, DOI: 
10.1109/SCSP.2016.7501033. [download]

Theses:

→Schvarcbacher M. (2018). “Smart Grid Testing Management Platform”, BSc Thesis Masaryk University, Brno [download]

→ Hrabovská K. (2017). “Supporting a Smart Grids Laboratory: Testing Management for Cyber-Physical Systems”, MSc 
Thesis Masaryk University, Brno [download]

https://arxiv.org/abs/1808.00156
https://www.researchgate.net/publication/326218500_Reliability_data_for_smart_grids_Where_the_real_data_can_be_found
https://www.researchgate.net/publication/320094034_Smart_Grids_Co-Simulations_with_Low-Cost_Hardware
https://www.researchgate.net/publication/310478156_Anomaly_Detection_in_Smart_Grid_Data_An_Experience_Report
https://www.researchgate.net/publication/304664908_Smart_grids_deployments_within_EU_projects_The_role_of_smart_meters
https://is.muni.cz/auth/th/nbyn6/schvarcbacher-thesis.pdf
https://is.muni.cz/auth/th/elsud/Thesis_Hrabovska.pdf
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