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Introduction

The ability to use interactive visual interfaces 
and advanced analytical methods is essential to 
help the security experts explore causalities or 
suspicious behaviour, and to gain insight into 
the problem area. For this reason, many 
visualization are being developed for an 
environment for mitigation cyberattacks, called 
KYPO. One of the viable approaches is to 
combine the human flexibility, creativity, and 
background knowledge with the enormous 
storage and processing capacities of todays 
computers to gain insight into complex 
problems and to understand causality.

The Goals

Adjustment of some existing visualization 
techniques into a context of cyber security 

Design of security data (processes, attacks) 
taxonomies 

Creation of complex formal knowledge base in 
the form of ontologies 

Development of interactive tools for visual 
analysis
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The new visualizations will be developed through an extension of a 
model for knowledge generation (see Figure 1). The model 
will be adjusted to be applicable to the domain of cyber 
security and it will then help us 
to progressively refine the 
resulting visualizations.

The model will be based on a mantra 
per which a human should be a part 
of the loop for knowledge generation. 
To ensure the involvement of the human 
factor in the process we plan to use the 
KYPO testbed. Through the testbed we can 
focus on linking the knowledge with the 
proper visualization techniques. 

Methodology

Figure 1: Knowledge generation loop by Keim et al. 
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